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Abstract: Certain power system situations force protection schemes to mal-operate. Such mal-operations associated with back-
up protection (BP) schemes might worsen the situation by initiating the cascading effect, damaging critical elements such as
generation units, transformers etc. of the power system, or leading to complete collapse of the power system. To adapt to such
a network structure, the relays which are going to participate in BP of transmission line have to evolve. Integration of protection
systems, communication network, and computer technology has to be the approach for faster information sharing and decision
making. Analysis of recent blackouts clearly shows the importance of advancement of wide-area measurement systems and
adaptive nature of relaying. Synchro-phasors assisted BP scheme is proposed in this work, which helps the relays adapt
according to the prevailing system situations and decisive action is taken considering security and dependability aspects of the
relays.

1 Introduction
Inadequate operation of protection principles governing the
protection schemes associated with various power system elements
have caused severe wide-area disturbances and blackouts in recent
past [1–5]. Such incidents raise questions on the reliability of the
existing protection schemes. The huge complexity of the current
national grids across the globe demands for more dependable and
secure protection of the power network. The main culprit of such
failures has been the mal-operation of the distance relays which are
meant to identify faults on the protected transmission line and
beyond [3]. Distance relays are installed to have both primary as
well as back-up protection (BP), and it is the BP which causes line
tripping after seeing power swings or load encroachment
conditions as faults [1–3]. For the generation of trip signal,
apparent impedance should stay within the ℧ circle for a time
interval which is greater than the intentional time delay associated
with the zone-3 relay [4]. This triggers opening of the
corresponding circuit breakers, leading to unnecessary line outages
in the system. Other lines in the system get overloaded and further
tripping initiates the cascading effect leading to huge disturbances
and generators going out of synchronisation one after the other,
causing complete blackout. The most significant point to be studied
in this scenario is that the triggering event is a no fault situation.
Thus, differentiating fault situations from other power system
disturbances which behave like fault condition, is vital for reliable
operation of power system. Proper communication and supervision
of the power system and evolution of BP schemes are the need of
the hour [6–9]. Third zone unwanted tripping caused by
unexpected loading conditions has been observed and often
contributed to the cascaded outages, and eventually leading to
major blackouts [10–15].

In [10], the above-mentioned problem is revisited by the
authors and in [11]; the literature concludes that zone-3 protection
logic must be made immune to false tripping under heavy loading
conditions. In [12], a new adaptive load encroachment prevention
scheme is suggested by Jin and Sidhu. It is based on the
identification of ‘hidden failures’ from steady-state security
analysis to prevent false tripping due to excessive loading.
However, power swing also leads to zone-3 mal-operation, and
thus its impact on protection schemes should be arrested for the
proper functioning of the protection logic. In [13], a protection
scheme is presented which depends on observing positive-sequence

voltage magnitudes for specified areas and phase difference angles
of positive-sequence current for each interconnected line between
two areas on the network to identify the faults on the transmission
lines. Dependability–security aspects of the relay for transmission
lines are discussed in [14, 15]. BP scheme for the series
compensated line is discussed in [16]. In this domain itself, another
contribution was done by Zare et al. in [17]. In this, the proposed
methodology operates on positive-sequence synchro-phasor data
captured by PMUs dispersed over the network or digital relays
with synchronisation capability. The basic concept is to compare
the bus voltage values calculated through dissimilar paths. In [18],
a new feature termed as ‘phase angle of positive-sequence
integrated impedance’ is introduced to locate the faulted line in a
wide-area network. In the same line of thought, in [19], a Koopman
analysis-based WABP scheme is developed to identify the faulted
line in a power transmission network. However, the performance of
the scheme during contingencies is not verified. In [20], a
decentralised approach-based WABP scheme is suggested. Here, a
new index termed as ‘gain in momentum’ is introduced to locate
vulnerable protection zone (VPZ). Thereafter, the faulted line is
identified using reactive power information of lines within the
VPZ. In the aforementioned literatures, the basic protection idea is
to replace the existing conventional zone-3 BP (CZBP) schemes
with their proposed schemes. However, the presented work aims to
assist/supervise the existing CZBP scheme based on prevailing
system conditions. ‘The worst situation of the proposed scheme
does not deteriorate the performance of the prevailing protection
scheme, and thus provides a ‘win–win’ situation to the existing
protection logic’. The concurrent work proposes synchro-phasors
assisted BP (SABP) scheme, which maintains the balance between
dependability–security aspects of the distance relay based on
system state, thus, preventing mal-operation of these relays that
may, otherwise, have the potential to mal-operate due to certain
system conditions.

The remainder of this paper is organised as follows. Section 2
discusses the proposed methodology. Section 3 presents the
simulation results and results analysis. Section 4 concludes this
piece of work.

2 Proposed methodology
This section primarily discusses the proposed SABP scheme. There
is a sequence of events which take place to develop the new
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approach of adaptive relaying. The performance of SABP scheme
is validated on IEEE 39-bus New England Power System shown in
Fig. 1. 

The SABP scheme requires PMU information at SPC. The
collected phasor information is processed and the selected system
variables, also called as features, participate to declare the system
state using a predictive data-mining tool termed as decision tree
(DT). It is important to assess the state of the system. Depending
on the system state, the relay logics (RLs) interact to maintain
dependability–security bias. After the declaration of the health/
state of the system by DT, a warning signal is sent from SPC and
the RLs, RL-1 and RL-2 switch the logic gates accordingly. It is
only during stressed system state when RL-1 has the tendency to
lose dependability, RL-2 comes into the picture to assist RL-1.
Thus, the overall dependability of the BP logic is not disturbed
during normal system condition. The overall framework is
illustrated in Fig. 2. 

The sequence in which various algorithms are executed to
obtain a reliable relaying decision is detailed below.

2.1 Data mining

In this piece of work, an offline study is done and the test system is
subjected to various (N−1) contingencies as well as maintenance
outages such as:

• Generator outage.
• Line outage.
• Three-phase fault with different fault resistances.

Newton–Raphson load flow is made to run and the load flow data
is recorded to train and test DT tool. Positive-sequence voltage
magnitude, voltage angle, and delta difference of the connected
buses are taken to decide the features to be fed to DT. The total
number of features considered for the IEEE 39-bus test system is
112 against the target output, which tells the event/contingency.
The target output is classified as 0, 1, 2, and 3 corresponding to
generator outage, line outage, line fault, and normal state of the
system, respectively. Out of the four mentioned target outputs, the
first three (0, 1, 2) correspond to ‘STRESSED’ system condition,
while the last output (3) corresponds to ‘NORMAL’ system
condition.

In the proposed scheme, total number of features considered = 
112, |ΔVi|2 of 39 buses = 39, |Δδi| of 39 buses = 39, and |Δδij)|
between connected buses A and B, 46 lines = 34 (46–12
transformer connections), where |ΔVi|2 is the difference between
positive-sequence voltage magnitude at the ith bus after the
contingency and the positive-sequence voltage magnitude at the
same bus in normal system condition, |Δδi| is the difference
between positive-sequence voltage angle at the ith bus after the
contingency and the positive-sequence voltage angle at the same
bus in normal system condition, |δij| is the magnitude of the angular
difference between connected buses i and j, |Δδij| is the magnitude
of the difference between δij after the contingency and under
normal system condition.

2.2 Reduction of number of PMUs

To develop the input matrix of DT, there has to be a trade-off
between the time taken to obtain the classification (0, 1, 2, and 3)
and a number of features (accuracy). Thus, the redundant features
are removed and model reduction is adopted to reduce the
computation time by DT. In this paper, the test system is divided
into six strongly coupled areas [21–23] and |Δδij| as a feature is
included corresponding only to the boundary buses such as (1, 2),
(3, 4), (8, 9), (15, 16), (16, 19), (27, 17), (26, 28), and (26, 29).
Furthermore, PMUs have to be strategically located without
compromising the system information. Following ‘correlation’ and
‘variable importance analysis’, it has been observed that critical
locations in the given test system are generator buses and boundary
buses. There are ten generator buses in the system as shown in Fig.
1. Also, there are eight inter-area periphery locations within which
the PMUs are installed on the boundary buses. Considering these
strategic locations, it has been observed that out of 112 possible
features, only 28 features are selected to be taken into account. The
remaining system features are seen to be redundant and their
inclusion would only increase decision time of DT without
affecting the accuracy.

2.3 Event identification

The optimal numbers of 28 features which are dominant in
classifying the target output efficiently in the DT algorithm, and
thus are used in DT for building the intelligent and adaptive relay
are as follows:
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Fig. 1  Test system – IEEE 39-bus New England power system
 

Fig. 2  Framework of proposed methodology
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The event identification (EI) in the test system is realised by
following the steps given below:

Step 1: Preparation of dataset: Various operating points of the test
system are simulated to prepare a huge dataset.
Step 2: Data processing: dataset is processed and required
calculations are done to obtain the values of 28 features, which are
finally participating in EI.
Step 3: Train: validate: test: In this piece of work, it has been
found that at 70:0:30 combination of dataset, the DT starts
providing 100% accuracy.
Step 4: EI: After proper training and validation of the datasets, the
optimal DT is selected which identifies the system state. DT
concludes whether the system is NORMAL or STRESSED
(generator outage, line outage, and line fault). This decision is
communicated to the two RLs, which interact differently
depending on the system state defined by DT decision.

2.4 Relay logic-2: direction of active power flow

The proposed RL-2 is synchro-phasor measurement-based RL
which is employed to interact with RL-1. It is based on the concept
of identification of ‘forward fault’ and ‘reverse fault’ from relay
point of view [24, 25]. The proposed RL utilises the directionality
property of a relay. Distance relay functions differently for
‘forward fault’ and ‘reverse fault’ [24, 25]. Detection of ‘forward
fault’ can be done if the cosine of the angle between the measured
voltage and current phasors maintain the positive value at both the
ends of the transmission line. This can be understood by looking at
the phasor diagram given in Fig. 3. 

Mathematically, ‘forward fault’ can be expressed as

cos ∅v − ∅i > 0 (1)

This is possible only if ∅v − ∅i lies between −90° and  + 90°. ∅v

and ∅i are the angles corresponding to voltage and current phasors.
According to the suggested logic (RL-2), the zone of ‘forward
fault’ lies in the fourth quadrant, i.e. 0° to −90°.

Similarly, ‘reverse fault’ can be expressed as

cos ∅v − ∅i < 0 (2)

Thus, the zone of ‘reverse fault’ has to lie between  + 90° and  + 
270°. The suggested algorithm of RL-2 obtains the zone of ‘reverse
fault’ in the second quadrant, i.e. + 90° to + 180°. However, if the
root-mean-square values of voltage and current are multiplied by
cos ∅v − ∅i  of (1), the resulting expression is still able to validate
the occurrence of ‘forward fault’. The resulting expression is given
as

Vrms Irms cos ∅v − ∅i (3)

The above expression is termed as direction of active power flow
(DOAPF), which becomes positive for ‘forward fault’ and negative
for ‘reverse fault’.

In the existing SCADA/EMS-based smart grid infrastructure,
the active power flow information usually comes to load dispatch
centres. Thus, it is possible to detect a ‘forward fault’ using the
direction of real power information from both ends of the
transmission line.

If an internal fault is incepted on line R–S as shown in Fig. 4,
DOAPF for both (RL-2)2 and (RL-2)2′ is positive. However, for
(RL2)1′, the fault F is a reverse fault. Thus, DOAPF for (RL-2)1′ is
negative. This very concept of DOAPF is utilised in the proposed
scheme in assisting the existing CZBP scheme in taking a secure
relaying decision. Furthermore, it is also observed that DOAPF-
based RL is reliable even during stressed conditions such as load
encroachment and power swing. 

3 Test cases and result analysis
The proposed algorithm is tested for normal operating conditions
as well as under various stressed system circumstances such as
faults, stable power swing, load encroachment, (N−1)
contingencies etc. on 39-bus New England Power System using
MATLAB/SIMULINK platform. The impact of various latencies
associated with wide-area measurement system-based
infrastructure on the performance of the proposed SABP scheme is
also discussed in this section. Extensive simulation results are
detailed in the following sections.

3.1 Performance of DT

The state assessment is accomplished by training the DT, which is
the employed data-mining tool in this work. The dataset is
generated by simulating various disturbances such as generator
outage (7 numbers), line outage (34 numbers), and line faults with
variations in fault parameters. To the above dataset, white Gaussian
noise with a signal-to-noise ratio of 20 dB is added to test the
performance of the predictive model during noisy condition. Fig. 5
shows the optimal DT obtained after training process and the nodes
of the tree represent features, which are participating in classifying
the events. 

The confusion matrix is shown in Table 1. Out of the total set of
data of more than 4000 operating points of the test system; only
393 cases are considered as test cases to test the accuracy of DT.
After observing the confusion matrix, it has been found that there
is one misclassification of the event which is misclassified as three-
phase line fault. However, this misclassification does not
deteriorate the performance of the EI algorithm because the final
DT output still declares the misclassified state as ‘STRESSED’.
Table 2 shows error matrix corresponding to the confusion matrix. 

Fig. 3  Relay logic-2: DOAPF
(a) Phasor representation of voltage and current phasors in forward fault, (b) Phasor
representation of voltage and current phasors in reverse fault, (c) Zone of forward fault
and reverse fault

 

Fig. 4  RL-2 algorithm based on DOAPF
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3.2 Performance of SABP scheme under ‘NORMAL’ system
state

Under normal operating conditions, the proposed SABP algorithm
ensures a high degree of dependability aspect of distance relays as
shown in Fig. 6a. This is validated for the relay corresponding to
line 26–29 from bus 29 end. A three-phase fault (forward fault)
with fault resistance of 10 Ω is incepted at 40 s on line 26–29 of

the New England test system (Fig. 6b) and it is cleared at 40.12 s.
Fig. 6c shows the fault inception signal; trip signals generated by
RL-1 and RL-2; moreover, a final trip signal, which is produced
due to the interaction of RL-1 and RL-2. The proposed scheme is
validated on MATLAB 2015(b) environment using a desktop
personal computer having Core-i7, 4 GHz processor, and 16 GB
random access memory. This environment provides the response
time of the proposed algorithm of the order of 1 cycle, i.e. it takes
only 1 cycle to trigger the tripping signal by RL-1 and RL-2. 

As a result, the final tripping signal is initiated exactly after 1
cycle of fault inception.

3.3 Performance of SABP scheme during high-impedance
internal fault

While validating any protection scheme, it is equally important for
that scheme to detect high-impedance fault. For the same, a three-
phase fault with fault resistance of 85 Ω is incepted on 50% of the
line 26–29 at 40 s and cleared at 40.12 s. The assisting algorithm in
place (RL-2) shows expected behaviour and maintains DOAPF
from both the ends to be positive during faulty period. This can be
seen in Fig. 7a. Thus, the final trip signal is generated due to the
participation of both the RLs as shown in Fig. 7b. 

3.4 Performance of SABP scheme during load encroachment

To validate the stable operation of the proposed algorithm for this
situation, the test system is subjected to distributed load increment
in order to bring load encroachment scenario. Owing to extreme
loading condition, the impedance seen by the relay corresponding
to line 26–29 (from bus 29 end) encroaches zone-3 as shown in
Fig. 8a. As the apparent impedance enters the zone-3, RL-1 gets
triggered. This is how the security aspect of existing CZBP scheme
is compromised due to zone-3 mal-operation under load
encroachment. However, RL-2, which utilises DOAPF
information, has efficiently discriminated between the load
encroachment and an internal fault on line 26–29 as shown in Fig.
8b. Therefore, even if RL-1 sends trip signal, due to the assistance
provided by RL-2 in the proposed algorithm, final trip signal
remains 0. This can be seen in Fig. 8c. 

3.5 Performance of SABP scheme during stable power swing

To validate the performance of the proposed SABP algorithm,
stable power swing situation is also simulated and tested. To obtain
stable swing in line 26–29, a three-phase fault is incepted on line
28–29 at 12 s. Three-phase circuit breakers installed on line 28–29
are opened at 12.1 s to isolate the faulted element from rest of the
system. Owing to sudden outage of line 28–29 post-three-phase
fault, power swings through line 26–29. This is very well depicted
in Fig. 9a, which illustrates how the apparent impedance passes
into the ℧ circle of distance relay due to power swing. Fig. 9b

Fig. 5  Optimal DT and important features participating in EI
 

Table 1 Confusion matrix showing one misclassification of
the event
Actual Predicted

0 1 2 3
0 47 0 0 0
1 0 52 1 0
2 0 0 158 0
3 0 0 0 135

 

Table 2 Error matrix showing negligible error (in
percentage)
Actual Predicted

0 1 2 3 Error
0 0.12 0.00 0.0 0.00 0.00
1 0.00 013 0.0 0.00 0.02
2 0.00 0.00 0.4 0.00 0.00
3 0.00 0.00 0.0 0.35 0.00

 

Fig. 6  Performance of SABP scheme under ‘NORMAL’ system state
(a) Trajectory of apparent impedance of the relay under three-phase fault on line 26–
29, (b) DOAPF of RL-2 corresponding to line 26–29 under three-phase fault on line
26–29, (c) Trip signals generated from RL-1 and RL-2 under normal system condition
(under three-phase fault on line 26–29)

 

Fig. 7  Performance of SABP scheme during high-impedance internal fault
(a) DOAPF of RL-2 corresponding to line 26–29 under high-impedance three-phase
fault on line 26–29, (b) Trip signals generated from RL-1 and RL-2 under high-
impedance three-phase fault on line 26–29
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shows the expected performance of RL-2 algorithm under stable
power swing through line 26–29 due to the outage of line 28–29.
Fig. 9c shows the trip signals generated by RL-1, RL-2, and SABP
scheme. 

3.6 Response time and communication issues

The response time of any protection algorithm is defined as the
time difference between the instant of fault inception and the
instant of fault detection. This time includes pre-processing of raw
input signals followed by phasor estimation, and finally
calculations of steps included in the algorithm. To observe the
response time of the proposed SABP algorithm, a three-phase fault
is incepted at 50% of line 26–29 at 40 s (sample number 2657 of
Fig. 6c). Following fault inception, the apparent impedance enters
zone-1 of relay at bus 29 (Fig. 6a). Before entering zone-1, the AI
crosses zone-3 (RL-1) of the same relay as evident from Fig. 6a.
Fig. 6c shows the trip signals generated by both RL-1 and RL-2
following fault inception on line 26–29.

It is observed that both RL-1 (zone-1 and zone-2 are assumed to
be non-operational in this particular test case) and RL-2 consume
around 1 cycle to detect the fault following fault inception. As both
the RLs are connected through logical AND operator, the final trip
signal is generated exactly after 1 cycle of fault inception.

However, zone-3 (RL-1) generally operates with an intentional
time delay of around 1–2 s [26]. Thus, even though RL-1 detects
the fault within 1 cycle of fault inception, it still has to wait for
around 1 s to generate its trip signal. This is illustrated in Fig. 10.
When an intentional delay of 1 s is incorporated with RL-1, the trip
signal is generated at 41 s. RL-2 works on wide-area information,
which is inherently associated with communication latencies of the

order of 100 ms [13, 18, 20]. Even though the response time of
RL-2 is 1 cycle, however, if the latencies are considered while
evaluating the response time, it is estimated to be around 100–200 
ms as shown in Fig. 10. Owing to the considered latencies, the trip
signal is generated at 40.1 s. Thus, an intentional delay is still
required to be incorporated with RL-2 to have coordination with
RL-1. 

3.7 Comparative analysis with existing scheme

The existing BP logic employs the power swing blocking feature
using concentric polygon blinder scheme. It is based on the fact
that in case of a power swing, the apparent impedance reduces
gradually and enters the third zone leading to miss-operation of the
corresponding relay. On the occurrence of the symmetrical fault,
the apparent impedance seen by the relay ‘jumps’ immediately to
the fault impedance point. Therefore, in case of a stable power
swing, the trajectory traverses the distance between the two
blinders in more time as compared with the fault condition, where
the trajectory of the apparent impedance will pass the blinder
distance in no time.

The concurrent work is compared with the conventional blinder
scheme for the relay corresponding to line 26–29 from bus 29 end.
For the same, two concentric polygon blinder setting is done as per
the standard guidelines [26]. The outer blinder (OB) is positioned
with 20% security margin away from the maximum loadability on
the resistive axis, inclined at the line impedance angle. Similarly,
on the reactive axis, the OB setting is kept with 20% margin away
from the third zone reach of the ℧ relay. Inner blinder (IB) is
placed considering ΔZ to be around 10% of the OB [26].

The blinder setting details for the ℧ relay corresponding to line
26–29 from bus 29 end are shown below:

Resistive right OB (RROB): 0.0826 pu.
Resistive right IB (RRIB): 0.0743 pu.
Resistive left OB: −0.0826 pu.
Resistive left IB: −0.0743 pu.
The blinders are inclined at an angle of 84.79° as shown in Fig.
11a.
The reactive setting is done as shown below:
Reactive OB: 0.165 pu.
Reactive IB: 0.1485 pu.

The comparative analysis is discussed for different cases:

Case 1: Detection of stable power swing: Section 3.5 discusses the
successful performance of SABP scheme when stable power swing
has the tendency to initiate false tripping by the relay in
consideration. To compare the performance of the existing blinder
scheme and the proposed scheme, the stable swing is simulated by
incepting an LLL-G fault on 50% of line 27–28 at 12 s. The line is
opened at 12.4 s, which forces the power to swing through the
adjacent line 26–29. Fig. 11b (which is the zoomed in version of
Fig. 11a) shows that the impedance trajectory of the last cycle
enters the RROB during a swing at 42.2759 s and after 148.6 ms
touches the RRIB. Closer observation of ‘trip signal from RL-1’ in
Fig. 11c shows that it is the last swing cycle which enters zone-3 at
42.61 s (after it encroaches RRIB at 42.4245 s). This can be seen as
an unstable power swing cycle by the employed blinder scheme.
However, SABP scheme correctly identifies the stable condition,
and thus it does not generate the final trip signal even when the last
swing cycle enters zone-3. Fig. 11c shows the final relaying
decision taken by SABP scheme. Similar observations are made in
[27].
Case 2: Detection of fast power swing cycle: The employed blinder
scheme might fail in case of high-frequency power swing cycles
[28, 29]. Such conditions are detected when the system keeps on
accelerating leading to high values of slip frequency of the order of
5 Hz, without producing any electrical centre on the line. Thus, on
one hand where the traditional blinder scheme might lose the
security aspect, SABP scheme performs securely in such system
conditions.

Fig. 8  Performance of SABP scheme during load encroachment
(a) Trajectory of apparent impedance during load encroachment, (b) DOAPF of RL-2
corresponding to line 26–29 during load encroachment, (c)Trip signals generated from
RL-1 and RL-2 during load encroachment
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3.8 Salient features of the proposed scheme

Some of the salient features of the proposed SABP scheme are
summarised below:

1. PMU information from only generator buses and boundary
buses are used to assess the system state.

2. Less PMU information reduces the latencies involved in data
propagation.

3. It works securely during stressed system condition.
4. Its dependability is maintained during forward faults.
5. Applicable for all types of shunt faults.

4 Conclusion
The research done through this work addresses the need of the
development of an adaptable and more reliable protection scheme
committed to protect the transmission lines. Training of the data-
mining tool is done extensively. Huge dataset is generated to train
DT by incepting all types of contingencies. Generation outages,
line outages, and line faults are simulated at different locations of
the test system to develop the required pool of data to train,
validate, and test DT. The features to be fed into Rattle software are
judiciously selected by locating the PMUs on critical buses. As a
result, the performance of DT algorithm in yielding the system
state is found to be encouraging. DOAPF algorithm as an assisting
RL has also produced promising results during stressed system

conditions. This RL accurately locates the faulted line, which is an
essential development in assisting RL-1. The final trip signal which
is generated due to the integration of RL-1 and RL-2 maintains
dependability–security bias of the proposed protection logic.
Unlike the traditional blinder scheme which has the tendency to
compromise on the security trait of the protection logic under high-
frequency swing, the proposed SABP scheme performs
satisfactorily.
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